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Instructions: 

1- Group  activity: Max 3 students. 

2- Use SEED Ubuntu  and Kali Linux to solve the questions. 

3- Due Date: 9th May  2025 

4- Take screenshots for your work. 

5-  For each task and submit Online 

 

 

Question 1          ( 3.5 Marks) 

 

Create a certificate for the following server: SEEDPKILab2020.com by apply the following 

steps: 
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1. Become a Certificate Authority CA 
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2. Create a certificate for seedworkshop2019.com 
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3. Deploying Certificate in an Apache-Based HTTPS Website 

Note: Submit ca.crt and server.crt that must include you Group number 
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Question 2:            ( 3.5 Marks) 

Network Scanning and MITM Attacks 

1. Network scanning using nmap tool. 

2. Network package analysis tool such as Wireshark. 

3. Perform MITM attack using ARP Cache Poisoning Attack tool such as Ettercap, and analyze 

the result using Wireshark. 

 Note:  Show the username and password as group # as credentials that you have used on the 

Victim Side 
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